
Traders
web and mobile app, API bots, market makers

Gateway
login, rate limits, REST / WebSocket / FIX

Sequencer
puts every request in one order, saves it to a journal

Admin and compliance
KYC, listings, risk limits, halts

Wallets and custody
deposits, withdrawals

blockchain

TRADING CORE in memory, same input gives same output

Pre-trade risk
margin check, price band,
position and order limits

Matching engine
order book per contract,
best price first, then time

Post-trade risk
positions, PnL, fees,
new liquidation price

order fills

RISK MODULES on every mark price tick

Mark price
index from spot feeds,

mark price, funding

Margin monitor
margin ratio of every
account, each tick

Liquidation
cancels orders, closes

position in the book

price band
liquidation orders

spot prices

results stream

Market data
live prices and order book

to all users

Order updates
acks and fills

back to the trader

Ledger and reports
database, accounting,

audit trail

LEGEND

order path, speed critical
supporting data flow
risk module

NOTES

1. Everything that changes money or orders goes through the sequencer first.
2. Risk is checked before every match; positions and margin update after every fill.
3. Bad price move: margin monitor flags the account, liquidation closes the position.

CRYPTO FUTURES EXCHANGE
High-level design, simple overview with risk
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